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**** START OF CHANGES ****
[bookmark: _Toc138679664][bookmark: _Toc138681474]4.2.2.1.5	User plane data integrity protection over N3/Xn/F1 interface
NOTE: 	This is based on the security functional requirement on the gNB given in clause 4.2.2.1.S 21 of TS 33.511 [6] but modified as the gNB-CU supports the F1 interface. 
Requirement Name: User plane data integrity protection over N3/Xn/F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4.
Requirement Description: The gNB supports confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface for user plane, the transport of user data over N3 is integrity, confidentiality and replay-protected, and the transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected as specified in TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4. 
Threat References: TR 33.926 [4], clause R.2.2.4 – User plane data integrity protection.
Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
**** NEXT CHANGE ****
[bookmark: _Toc138679705][bookmark: _Toc138681515]6.2.2.1.4	User plane data confidentiality protection over N3/Xn/F1 interface
NOTE: 	This is based on the security functional requirement on the gNB given in clause 4.2.2.1.R 20 of TS 33.511 [6] but modified as the gNB-CU-UP supports the F1 interface. 
Requirement Name: User plane data confidentiality protection over N3/Xn/F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4.
Requirement Description: The gNB supports confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface for user plane, the transport of user data over N3 is integrity, confidentiality and replay-protected, and the transport of control plane data and user data over Xn is integrity, confidentiality and replay-protected as specified in TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4. 
Threat References: TR 33.926 [4], clause T.2.2.3 – User plane data confidentiality protection at gNB.
Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
[bookmark: _Toc138679706][bookmark: _Toc138681516]6.2.2.1.5	User plane data integrity protection over N3/Xn/F1 interface
NOTE: 	This is based on the security functional requirement on the gNB given in clause 4.2.2.1.S 21of TS 33.511 [6] but modified as the gNB-CU-UP supports the F1 interface. 
Requirement Name: User plane data integrity protection over N3/Xn/F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4.
Requirement Description: The gNB supports confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface for user plane, the transport of user data over N3 is integrity, confidentiality and replay-protected, and the transport of control plane data and user data over Xn is integrity, confidentiality and replay-protected as specified in TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4. 
Threat References: TR 33.926 [4], clause T.2.2.4 – User plane data integrity protection.
Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
**** NEXT CHANGE ****
[bookmark: _Toc138679727][bookmark: _Toc138681537]7.2.2.1.3	User plane data confidentiality protection over F1 interface
NOTE: 	This is based on the security functional requirement on the gNB given in clause 4.2.2.1.R 20 of TS 33.511 [6] but modified as the gNB-DU only supports the F1 interface. 
Requirement Name: User plane data confidentiality protection over F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9.
Requirement Description: The gNB supports confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface for user plane as specified in TS 33.501 [3], clauses 5.3.9. 
Threat References: TR 33.926 [4], clause U.2.2.3 – User plane data confidentiality protection at gNB.
Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
[bookmark: _Toc138679728][bookmark: _Toc138681538]7.2.2.1.4	User plane data integrity protection over F1 interface
NOTE: 	This is based on the security functional requirement on the gNB given in clause 4.2.2.1.S 21 of TS 33.511 [6] but modified as the gNB-DU only supports the F1 interface. 
Requirement Name: User plane data integrity protection over F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9.
Requirement Description: The gNB supports confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface for user plane as specified in TS 33.501 [3], clauses 5.3.9. 
Threat References: TR 33.926 [4], clause U.2.2.4 – User plane data integrity protection.
Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
**** END OF CHANGES ****
